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Backtrack Hacking

Introduction to Backtrack Operating System
Introduction to Metasploit Framework
Foot printing and Enumeration

Data and Information Gathering

Network Scanning on Backtrack OS
Exploiting Servers with Backtrack OS
Hacking Windows 2000 With Backtrack OS
Hacking Windows XP with Backtrack OS
Hacking Windows Vista with Backtrack OS

. Hacking Windows Seven With Backtrack OS
. Hacking Windows 8 with Backtrack OS

. Introduction To Penetration Testing

. Overview of Penetrating Testing Tools

. Security and Network Scanning

. Cracking Wi-Fi (WEP, WPA, WPA2-PSK)

. Post Exploitation Hacking

. Cracking Word Dictionaries

. Buffer Overflow Attack

. DNS Hacking & DNS Enumeration

. DHCP Exploitation

. Sniffing and Session Hijacking

. Packet Capturing on Wireless Networks

. HTTP and HTTPS Sniffing on Wireless Networks
. Securing a LAN/MAN/WAN Network

. Network Card Exploitation

. Shell Scripting in Backtrack OS

. Meterpreter Hacking

. Java Applet Exploitation

. SMTP Scanning and Tracing

. WIFI Hacking With and Without Dictionary
. Ettercap Sniffing with Wireshark

. Network Analyzing

. Server and Client Side Attacks

. Make Own Payloads and Exploits

. Hacking Through IP Address
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36. Cracking Unix Based Distro Root Passwords

37. Introduction to Linux/Slackware based Platform
38. TCP and UDP Scanning

39. Port Scanning and Port Blocking

40. Evil Twin Attack and Chop Chop Attack




